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7-9 RLDistributionPoints
1 ARL URI 2.6.1
2 ARL URI 2.6.1
3 ARL URI 2.6.1
4 ori giRaLl _CRL URI
2.6.1
7.1.3. Ol D

origiRkaLl _ CRL/ ARL
SHAI t hRSAEncr ylth=o2n. 840. 113549. 1.
RSA

(Ol D=2.840.113549.1.1.1)

SHAWi t hRSAEncr(@pDEANn840. 113549.1.1.5)

7.1.4.
(origCRRBI _CRL/ ARL)
| TO X. 500 DND sti nguNamed
| ssuer Al t Na me Subject Al t Name
Subject Subj ect Al t Name
3.1.2
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( DN) ( ssuer Al t Name
7-10 (i ssuer) (l ssuer Al t Na me
1 c=JP
(i sshpe o=TEI KOKU DATABANK, LTD.
ou=TDB CA TypeA
2 c=JP
( ssuer Al t Name
ou=TDB TypeA
“c=JP PrintableString UTF8String
7.1.5.
validity
7-11
10 5
5
(Ol dWi t hNew)
(NewWi t hQl d)
7601125
1,490 1,765
7.2.
7.2.1.
X. 5009 2 original CRL/ ARL
7.2.2.

original QRL/ ARL
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7-12

Criti|loaligipnalCRL ARL
CRL

ccl EntryExtensions
1 |reasonCode Fal sje o o o
Cr ktEensi ons
2 |AuthorityKeyl deRal §eern
3 |[CRLNumber Fal sje o
4 |issuingDistrihbuflramPoiont

7.2.2.1. reasoncCode
original CE®RL/ ARL

reasonCode

7.2.2.2. At horityKeyl dentifier
original CRWL/ ARL Aut horityKeyl dent
keyldentifier keyldentifier
(original  @CRILARL) SHA

7.223. CRL c RLNumber
original CRL/ARL cCRLNumber

7.2.2.4. i ssuingDistributionPoint
original CRCRL/ ARL

i ssuingDistributionPoint

7-13 i ssuingDistributionPoint

1 original |[[CIRdt ri buti ondriiqitnal _ CRWURI
onl yContainsUser|Certs

onl yContai nE&€A€ertxs. 6.1

2 |CRL Di stributionRBRLNt UR
onl yContarnhsUseeCe 2. 6.1
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3 |ARL Di stributionRBLNt URI
onl yContai n$CA€er s 6.1

7.2.3.
24 (original _CERL/ ARL)
nextUpdate
(thisUpda&8te)
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8.2.

8.3.
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version

(

serialNumber

(

signature 1.2.840.113549.1.15 SHA-1withRSAEncryption
issuer c=JP ¢ PrintableString
( 0=TEIKOKU DATABANK,LTD. c UTF8String
ou=TDB CA TypeA
validity 10
(
notBefore yymmddhhmmss UTCTime
( )
notAfter yymmddhhmmss UTCTime
( )
subject c=JP ¢ PrintableString
( 0=TEIKOKU DATABANKLTD. c UTF8String
ou=TDB CA TypeA
subjectPublicKeyInfo
(
algorithm 1.2.840.113549.1.1.1 RSAEncryption
subjectPublicKey 2048bit
(
issuerUniquelD
subjectUniquelD
Extensions Critical
AuthorityKeyldentifier FALSE
(
keyldentifier SHA-1
SubjectKeyldentifier FALSE SHA-1
(
KeyUsage TRUE
(
keyCertSign 1
cRLSign 1 CRL
BasicConstraints TRUE
(
Ca TRUE CA
pathLenConstraints
CRLDistributionPoints FALSE
(
distributionPoint "'Idap://dir.tdb.ne. jp/ou=TDB%20CA%20TypeA,0=T [fullName URI
EIKOKU%20DATABANK%5c%2cLTD.,c=JP?authorit
yRevocationList"
IssuerAltName FALSE
(
directoryName c=JP ¢ PrintableString
0= c UTF8String
ou=TDB TypeA
SubjectAltName FALSE
(
directoryName c=JP ¢ PrintableString
0= c UTF8String
ou=TDB TypeA
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Appendix
version 2 3
(
serialNumber
(
signature 1.2.840.113549.1.15 SHA-1withRSAEncryption
issuer c=JP ¢ PrintableString
( 0=TEIKOKU DATABANK,LTD. c UTF8String

ou=TDB CA TypeA

validity
(

notBefore yymmddhhmmss OldwithNew:

( ) NewWithOld:

notAfter yymmddhhmmss OldwithNew:

( ) NewWithOld:
subject c=JP ¢ PrintableString
( 0=TEIKOKU DATABANK,LTD. c UTF8String

ou=TDB CA TypeA
subjectPublicKeyInfo
(

algorithm 1.2.840.113549.1.1.1 RSAEncryption

subjectPublicKey 2048hit

( OldwithNew:

NewWithOld:
issuerUniquelD
subjectUniquelD
Extensions Critical
AuthorityKeyldentifier FALSE
(
keyldentifier OldwithNew:
NewWithOld:
SubjectKeyldentifier FALSE OldwithNew:
( NewWithOld:
KeyUsage TRUE
(

keyCertSign 1

cRLSign 1 CRL
BasicConstraints TRUE
(

CcA TRUE CA

pathLenConstraints
CRLDistributionPoints FALSE
(

distributionPoint *'Idap://dir.tdb.ne.jp/ou=TDB%20CA%20TypeA,0=TEIKOKU% |fullName URI

20DATABANKY%5c%2cLTD.,c=JP?authorityRevocationList"
certificatePolicies FALSE
(
policyldentifier 2529.32.0 “ANY-POLICY”
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(

TDB TypeA
Appendix
version 2 3
(
serial Number
(
signature 1.2.840.113549.1.15 SHA-1withRSAEncryption
issuer c=JP ¢ PrintableString
( 0=TEIKOKU DATABANK,LTD. c UTF8String
ou=TDB CA TypeA
validity 5
(
notBefore yymmddhhmmss UTCTime
( )
notAfter yymmddhhmmss UTCTime
( )
subject c=JP BCA
( o=Japanese Government
ou=BridgeCA
subjectPublicKeyInfo BCA
(
algorithm 1.2.840.113549.1.1.1 RSAEncryption
subjectPublicKey
(
issuerUniquelD
subjectUniquelD
Extensions Critical
AuthorityKeyldentifier FALSE
(
keyldentifier SHA-1
SubjectKeyldentifier FALSE BCA SHA-1
(
KeyUsage TRUE
(
keyCertSign 1
cRLSign 1 CRL
BasicConstraints TRUE
(
cA TRUE CA
pathLenConstraints
CRLDistributionPoints FALSE
(
distributionPoint *Idap://dir.tdb.ne. jp/ou=TDB%20CA%20TypeA,0=TE |fullName URI
IKOKU%20DATABANK%5c%2cLTD.,c=JP?authorityR
evocationList™
certificatePolicies TRUE
(
policyldentifier 1.2.392.200101.1.04.1 oID
policyQualifiers
policyQualifierld id-qt-cps (1.36.15.5.7.2.1)
qualifier http://www.TDB.co.jp/ TypeA
PolicyMappings FALSE
(
issuerDomainPolicy 1.2.392.200101.1.04.1 oID
subjectDomainPolicy id-bca-cp-ds.class10(0 2 440 1001458111 10) |BCA oID
PolicyConstraints TRUE

requireExplicitPolicy
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Appendix
version 2 3
(
serial Number
(
signature 1.2.840.113549.1.15 SHA-1withRSAEncryption
issuer c=JP ¢ PrintableString
( 0=TEIKOKU DATABANK,LTD. c UTF8String
ou=TDB CA TypeA
validity 2 (760 ) 3 1 1,125
( 4 1 1,490 4 10 1,765
notBefore yymmddhhmmss UTCTime
( )
notAfter yymmddhhmmss UTCTime
( )
subject c=JP ¢ PrintableString
( 0=TEIKOKU DATABANKLTD. c UTF8String
ou=TDB CA TypeA s, |, cn
s=Tokyo cn
I=Minato-ku, Minamiaoyama X-Y-Z uid IC
cn=Hanako Tanaka uid OID *'0.9.2342.19200300.100.1.1"

uid=1234567890123456

subjectPublicKeyInfo

TEIKOKU%20DATABANK%5c%2cLTD.,c=JP?certifi
cateRevocationList"
"https://cert.tdb.ne.jp/CRL/LatestCRL.crl"

(
algorithm 1.2.840.113549.1.1.1 RSAEncryption
subjectPublicKey 1024bit
(
issuerUniquelD
subjectUniquelD
Extensions Critical
AuthorityKeyldentifier FALSE
(
keyldentifier SHA-1
SubjectKeyldentifier FALSE SHA-1
(
KeyUsage TRUE
(
digitalSignature 1
nonRepudiation 1
certificatePolicies TRUE
(
policyldentifier 1.2.392.200101.1.04.1 oID
poclicyQualifiers
poclicyQualifierld id-qt-cps
qualifier http://www.tdb.co.jp/typeA
SubjectAltName FALSE
(
directoryName c=JP ¢ PrintableString
s c UTF8String
I= A B C s, |, o
0=
cn= cn
IssuerAltName FALSE
(
directoryName c=JP ¢ PrintableString
0= c UTF8String
ou=TDB TypeA
CRLDistributionPoints FALSE
(
distributionPoint "Idap://dir.tdb.ne. jp/ou=TDB%20CA%20TypeA,0= [fullName URI
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TypeA
version 1 2
(
signature 1.2.840.113549.1.15 SHA-1withRSAEncryption
issuer c=JP ¢ PrintableString
( 0=TEIKOKU DATABANK,LTD. c UTF8String
ou=TDB CA TypeA
thisUpdate yymmddhhmmss UTCTime
( 24
nextUpdate yymmddhhmmss UTCTime
( thisUpdate + 48
revokedCertificates
userCertificate
revocationDate yymmddhhmmss
crlEntryExtensions Critical
(
reasonCode FALSE [1235 1
2 CA
3
5
crlExtensions Critical
authorityKeyldentifier FALSE
(
keyldentifier SHA-1
CRLNumber FALSE CRL
(CRL
issuingDistributionPoint TRUE
(
distributionPoint *'Idap://dir.tdb.ne. jp/ou=TDB%20CA%20TypeA,0=TE [fullName URI

IKOKU%20DATABANK%5c%2cLTD.,c=JP?certificate

RevocationList"

onlyContainsUserCerts

TRUE

68

TElI KOKU DATABANK



TDB

Appendix ARL

TDBTApPAAOLLO

TypeA
version 1 2
(
signature 1.2.840.113549.1.15 SHA-1withRSAEncryption
issuer c=JP ¢ PrintableString
( 0=TEIKOKU DATABANK,LTD. c UTF8String
ou=TDB CA TypeA
thisUpdate yymmddhhmmss UTCTime
( 24
nextUpdate yymmddhhmmss UTCTime
( thisUpdate + 48
revokedCertificates
userCertificate
revocationDate yymmddhhmmss
crlEntryExtensions Critical
(
reasonCode FALSE |1235 1
2 CA
3
5
crlExtensions Critical
authorityKeyldentifier FALSE
(
keyldentifier SHA-1
CRLNumber FALSE CRL
(CRL
issuingDistributionPoint TRUE
(
distributionPoint *'Idap://dir.tdb.ne. jp/ou=TDB%20CA%20TypeA,0=T [fullName URI
EIKOKU%20DATABANK%5c%2cLTD.,c=JP?authorit
yRevocationList"
onlyContainsCACerts TRUE
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TDBTApPAAOLLO

version 1 2
(
signature 1.2.840.113549.1.15 SHA-1withRSAEncryption
issuer c=JP ¢ PrintableString
( 0=TEIKOKU DATABANK,LTD. c UTF8String
ou=TDB CA TypeA
thisUpdate yymmddhhmmss UTCTime
( 24
nextUpdate yymmddhhmmss UTCTime
( thisUpdate + 48
revokedCertificates
userCertificate
revocationDate yymmddhhmmss
crlEntryExtensions Critical
(
reasonCode FALSE |1235 1
2 CA
3
5
crlExtensions Critical
authorityKeyldentifier FALSE
(
keyldentifier SHA-1
CRLNumber FALSE CRL
(CRL
issuingDistributionPoint TRUE
(
distributionPoint "https://cert.tdb.ne.jp/CRL/LatestCRL.crl" fullName URI

onlyContainsUserCerts

FALSE

onlyContainsCACerts

FALSE
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